SiteVet Autonomous System Report

DIV Ass134- CHINANET-BACKBONE

AS detalils
Histarical Badness
AS Number AS4134
AS Name CHINANET-BACKBONE e
No.31,Jin-rong Street 150
IPs (originating) 112440288 125
IPs (transit) 74194016 % 100
T ogs
50
25
Report Date 2012-05-17
T T 2010-07-05 201;:::-10 2012-0
HE Ind
ndex 121.71 (' HE Index

Indexes by sector

The HE Index is a rating that represents the level of malicious activity recorded on this AS, relative to its size
(judged by number of IP addresses). This ranges from 0 (zero badness) to 1000 (maximum badness in every
sector).

The HE Rank is a ranking of the AS's index; rank 1 representing the highest HE Index for any AS.

Below we show indexes on a per-sector basis, as well as the third-party sources that we use to complement and
cross-check our own data.

Spam IPs 12,079 110.21
Malicious URLs 718 115.95
Zeus Servers 1 112.53
Badware Instances 12,113 142.36
Spam Bots 140 103.94
C&C Servers 89 172.55
Phishing Servers 4 112.60
Exploit Servers 0 0.00
Spam Servers 0 0.00
HE Instances 19,872 200.40

In addition to our data, sources referenced inlude: UCEProtect, MalwareURL, abuse.ch, StopBadware, SudoSecure, Malicious Networks,
HostExploit, Team Cymru, hpHosts.

ACCURACY STATEMENT: We intend the information contained in this report to be accurate and reliable. Rarely, however, errors may occur. Therefore, all information is provided "AS 1S" for
personal use. In no event will we be liable for any indirect, special, incidental, or consequential damages arising out of the use of the information contained in this report. If you have any
comments on the information within the report please contact us at contact@sitevet.com.
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Pie chart of Indexes by sector

Below is a pie chart of Indexes on a per-sector basis. This helps to give an idea of which sectors contribute the
most to the HE Index.
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